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© HEEE
2021-06-28 2
telnet telnet 10.42.0.59 192.168.22.176 Centos 005 i admin BEFIR BESIR THA MARY
& RAFRE
2021-06-28 1
http afeitomeat 10.42.0.58 192.168.22.176 Centos 039 EE admin BEIR WEIR TH WERN
2021-06-28 1 . .
[ ssh ssh 10.42.0.57 192.168.22.176 Centos 096 S admin EESIR BEIR TE WA ]
2021-06-28 1 . . .
http afei2 10.42.0.228 192.168.22.176 Centos o0 fe” 3 admin BEIER BESIR THE AR
2021-06-28 1 2021-06-28 1
http afei 10.42.0.227 Centos 237 758 E1>9 admin BEFIR BEIIR

2 BREFH RS

L. i BRI THEER:, RS a8 DB BB B RS 45 .
2. fig X frtar -zxvf decept-agent.tar.gz

3. EdiEE HF*Fconf H3% THYagent. json, EdistrategyAddrE#ip hredistiditiVip, BRINZZE N MRS #ip DX strategyPassiI{E N
redisfYZFIERIN N 123456, EisshKeyUploadUrliJipEwebR55HYip, BRIAZEE N MG #Rip. (REANEIERE-EBTEIRSS T AL
o JRIEARS BN IS T — B B RSGS 2R Agent, agentid RGiMHE—)

4. 147 chmod +x decept-agent && ./decept-agent -mode=EDGE
5. BE B HEMRH YIS GH LR IR S NS 32 3 1B H (B Tagenti HIMTFRE, THEnieElsof).

root@localhost agent]# chmod +x decept-agent && ./decept-agent -mode=EDGE

[INFO] [agent/decept-agent.go:106] hosteye agent start path: /tmp/agent
fileLogger Init:{"filename":"log/agent.log","append":true,"maxlines":1000000,"maxsize":10,"daily":true, "maxdays":7,"level":"INFO", "permit":"0660","LogLevel":0}
2021-06-25 10:34:25 [INFO] [agent/decept-agent.go:115] hosteye agent start mode [EDGE]
2021-06-25 10:34:25 [INFO] [util/comm/service.go:491] start mem and cpu monitor, pid: 23576 process: decept-agent
2021-06-25 10:34:25 [INFO] [agent/decept-agent.go:479] agentid: eeb@lead-e340-5e67-7285-bc19a39b5120-1ocalhost.localdomain
2021-06-25 10:34:25 [INFO] [agent/decept-agent.go:267] start modules
2021-06-25 10:34:25 [DEBG] [util/comm/service.go:155] process [22684] is [S]
2021-06-25 10:34:25 [DEBG] [util/comm/service.g process [22685] is [S]
2021-06-25 10:34:25 [DEBG] [util/comm/service.g process [22684] is [S]
2021-06-25 10:34:25 [DEBG] [util/comm/service.go:155] process [22685] is [S]
2021-06-25 10:34:25 [DEBG] [agent/decept-agent.go:66] start mem and cpu monitor job
2021-06-25 10:34:25 [INFO] [agent/decept-agent.go:497] {"AgentId":"eeb@lea@-e340-5e67-7285-bc19a39b5120-1ocalhost.localdomain”,"Status":"running"”,"Versio ]
":"EDGE"}
2021-06-25 10:34:25 [INFO] [agent/decept-agent.go:506] ey)BZ2VudElkIjoiZWViMDFLYTAtZTMOMCO1ZTY3LTcyODUtYmMxOWEZOWIIMTIWLWxvY2FsaG9zdC5sb2NhbGRvbWFpbiIsIINOYXR1c,
YiLCIIb3NOTmFtZSI6ImxvY2FsaG9zdC5sb2NhbGRvbWFpbiIsI1R5cGUi0iJFREAFIN®=
2021-06-25 10:34:30 [DEBG] [util/comm/service.go:519] pid[23576] process [decept-agent] overall[@] cpu usage: 0.00 %
2021-06-25 10:34:30 [INFO] [agent/decept-agent.go:354] [03583cd75bf401944b018f81b3f6916d-22333 | 22874] cpu usage: 0.00 %, limit threshold [8]
2021-06-25 10:34:30 [INFO] [agent/decept-agent.go:354] [81c3b080dad537de7e10e0987a4bf52e-3366 | 8328] cpu usage: 0.00 %, limit threshold [8]
2021-06-25 10:34:30 [INFO] [agent/decept-agent.go:354] [86alb907d54bf7010394bf316e183e67-6381 | 10077] cpu usage: 0.00 %, limit threshold [8]
2021-06-25 10:34:30 [INFO] [agent/decept-agent.go:354] [decept-bait | 22685] cpu usage: 0.00 %, limit threshold
2021-06-25 10:34:30 [INFO] [agent/decept-agent.go:354] [decept-proxy | 22684] cpu usage: 0.00 %, limit threshold [8]
2021-06-25 10:34:35 [DEBG] [util/comm/service.g 19] pid[23576] process [decept-agent] overall[@] cpu usage: 0.00 %
2021-06-25 10:34:35 [INFO] [agent/decept-agent.go:354] [03583cd75bf401944b018f81b3f6916d-22333 | 22874] cpu usage: 0.00 %, limit threshold [8]
2021-06-25 10:34:35 [INFO] [agent/decept-agent.go:354] [81c3b080dad537de7e10e0987a4bf52e-3366 | 8328] cpu usage: 0.00 %, limit threshold [8]
2021-06-25 10:34:35 [INFO] [agent/decept-agent.go:354] [86alb907d54bf7010394bf316e183e67-6381 | 10077] cpu usage: 0.00 %, limit threshold [
2021-06-25 10:34:35 [INFO] [agent/decept-agent.go:354] [decept-bait | 22685] cpu usage: 0.00 %, limit threshold
2021-06-25 10:34:35 [INFO] [agent/decept-agent.go:354] [decept-proxy | 22684] cpu usage: 0.00 %, limit threshold
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© FHEE
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BEIR
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192.168.22.246 192.168.22.176 10.42.0.61 mysal BER-EEN 2021-06-29 14:24 A
a4 % 1.2 3 4 5 > B 1 n
§1: 20214E6 A30H
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ML
4.7 RIS E
4.7.1 REIKE
OSBRI TR G, BRI, W T DR B iR IR 55 981 i

B4R harbor WBHEIR, A N2.0. fiiharborfYURL, M4, #mLURIH 4

EHONEY L TR AR B

TR RAIRE  HHERE

* HarborUrl

BRAEE P—
[TV
hiXEE
BHRE

harbor url APE 2] =k RIE

R ARILE B E Xharbor FE(EK /usr/lib/systemd/system/docker.service X} & ExecStart=/usr/bin/dockerd --insecure-
registry=47.96.71.197:90" Hy --insecure-registrylJ{& harbor#isit, F£{#1T 1. sudo systemctl daemon-reload 2. sudo systemctl
restart docker

BRI R il R QIR SR B35 R

MR XA DU BRI AT RE, M Rm VR AER, BRIERIHAB IR, SN ERERES
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'HDNE\’ & FEXR 2@ BAXR 2 =i

@ mRER RO | BEIE
& BFRE

aEn gigsm Rgsm 5=
wEE

HUGEMN gt RO i =S RARE R
RE
47.96.71.197:90/ehoney/tomcat:v
ehoney/tomcat 8080 http Centos iR
FRRRE 1
ehoney/telnet 47.96.71.197:90/ehoney/telnet:vi 23 telnet Centos [
RBFIR
ehoney/ssh 47.96.71.197:90/ehoney/ssh:v1 22 ssh Centos w5
HiNEE
ehoney/redis 47.96.71.197:90/ehoney/redis:v1 6379 redis Centos o
BERE
ehoney/mysal 47.96.71.197:90/ehoney/mysql:v1 3306 mysal Centos R

AT OB R IS5

EHONEY AR

® mauE FARE | HUERE
® mFRE N
) e

* IR SERZ A
° EEEE

BRABELE—DXMF, FETE00kb

RIRE

p— = |

RBIR

HiNEE
BRSSRE BIRER

BERE
http /home/ehoney_proxy/httpproxy
telnet /home/ehoney_proxy/telnetproxy
redis /home/ehoney_proxy/redisproxy
ssh /home/ehoney_proxy/sshproxy
mysql /home/ehoney_proxy/mysqlproxy

FRAUEIIR S5 A B
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'HDNE\’ @ BAAR @ &

@ BHEE RERE | BEEHUIRE

® HFRE
* BEIEHUr  hitp://192.168.22.176:5000 (-]

FRIE
hiXEE

BERE

T EH: 20214E7H9H
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5. IR

5. B

5.1 HTTP

5.1L.1HTTP

i il HT s 1B R B EL R (HTTP) RERAVEREEThttp R

curl http://192.168.22.246:1084

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8" />
<title>Apache Tomcat/8.0.23</title>
<link href="favicon.ico" rel="icon" type="image/x-icon" />

<link href="favicon.ico" rel="shortcut icon" type="image/x-icon" />

<link href="tomcat.css" rel="stylesheet" type="text/css" />
</head>

<body>
<div id="wr:
<div id="navigation
<span id="nav-home"><a
href="http://tomcat.apache.org/">Home</a></span>

1 =

class="curved container">

EREA R ER BRRSGERE R, A EFhttp i BRI E R
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& FEXR

D BAAR

5.1.1 HTTP

@ &

& BFHRE

© FHEE

® SEER

HEIIR

© RARE

EEER | SEIR

oSy e w5 P el = P
BikIP BEHIEIP =ar BRERS BEIPHIR(IE Wik 1B
192.168.22.246 192.168.22.176 10.42.0.60 hitp BER-BER 2021-06-29 14:15 ]

[ 192.168.7.232 192.168.22.246 10.42.0.60 http BHER-BER 2021-06-29 14:15 ]
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-RER 2021-06-29 13:11 ]
192.168.22.246 192.168.22.176 10.42.0.57 ssh BB 2021-06-29 13:09 ]
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-FER 2021-06-29 13:09 i
192.168.22.246 192.168.22.176 10.42.0.57 ssh BHER-BER 2021-06-29 13:09 HE
192.168.7.232 192.168.22.246 10.42.0.57 ssh BlER-RER 2021-06-29 13:09 #HE
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-BER 2021-06-29 13:09 B
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-BER 2021-06-29 13:09 e
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-REN 2021-06-29 13:09 ]

#3145 12 3 4 > E& 1

: 202146 H30H
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5.2 SSH

5.2 SSH

5.2.1 SSH

LR O N T L RIMEE R (SSH) BERSIVERET I Tsshif bk

(base) ssh root@192.168.22.246 -p 1063
root@192.168.22.246
Welcome to Alpine!

The Alpine Wikl contains a large amount of how-to guides and general
information about administrating Alpine systems.

See <http://wiki.alpinelinux.org>.
You can setup the system with the command: setup-alpine

You may change this message by editing /etc/motd.

ER AR R ER BARRSGTERE R, 1EH A & F sshiE vk

& FEES @ HAKR
o mEEE s | sEnE
@ wERE
pree B P P WEE = El -
o EHEE

WikIP WEHEEIP E#P WRERS Wk IPHIEE BeitRd i) IR
HEHIR
i
192.168.22.246 192.168.22.176 10.42.0.57 ssh BB 2021-06-29 13:11 i
& RARE
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-BEN 2021-06-29 13:09 EHE
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-BEN 2021-06-29 13:09 A
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-BERN 2021-06-29 13:09 P
[ 192.168.7.232 192.168.22.246 10.42.0.57 ssh RER-BER 2021-06-29 13:09 i }
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-BEN 2021-06-29 13:09 EHE
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-BERN 2021-06-29 13:09 A
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-BERN 2021-06-29 13:09 #HE
192.168.22.246 192.168.22.176 10.42.0.57 ssh BB 2021-06-29 13:09 i
192.168.22.246 192.168.22.176 10.42.0.57 ssh BER-BEHN 2021-06-29 13:09 EHE
20 % 12 3 > B 1 n

BIGHEH: 202146 H30H
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5.3 MYSQL

5.3 MYSQL

5.3.1 MYSQL

i3 il A 5 PSR O T T B IR R B R (mysql) FERRAIERER I T mysqlERI

mysql -u root -h 192.168.22.246 -P 1085 -p 123456 -e "s data
Enter password:

ERROR 1045(28000): Access Denied for user root@l®.2.2.2 (using password
YES)

TEBEHIFR AT & E BANKETENER. TP B A mysqlit & iy BARE R

'HnNE\' & TR @ #AKR

o maEm suEm | sEE
® wrRE

e it P ey e H El -
o wwER

© HEEE

Wikl BEBHEEIP =@P BRERRS WP E oG] BRI
SRR
192.168.7.232 192.168.22.246 10.42.0.61 mysal BER-RER 2021-06-29 14:25 W
& ASKIRE
192.168.22.246 192.168.22.176 10.42.0.61 mysal BER-BER 2021-06-29 14:25 #HE
[ 192.168.7.232 192.168.22.246 10.42.0.61 mysal BER-FEN 2021-06-29 14:25 18 ]
192.168.22.246 192.168.22.176 10.42.0.61 mysal BER-RBERN 2021-06-29 14:25 118
192.168.22.246 192.168.22.176 10.42.0.61 mysql BER-RBER 2021-06-29 14:24. #HE
192.168.7.232 192.168.22.246 10.42.0.61 mysal BER-RER 2021-06-29 14:24 HE
192.168.22.246 192.168.22.176 10.42.0.61 mysal BER-BER 2021-06-29 14:24 e
192.168.7.232 192.168.22.246 10.42.0.61 mysal BER-BEN 2021-06-29 14:24 18
192.168.22.246 192.168.22.176 10.42.0.61 mysal BRI B 2021-06-29 14:24 #HE
192.168.7.232 192.168.22.246 10.42.0.61 mysal BER-BER 2021-06-29 14:24 #HE
EAES 1.2 3 4 5 > B 1 n

RfEHEH: 202146 H30H
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5.4 REDIS

5.4 REDIS

5.4.1 REDIS

i3 il A 75 PSR O T T B IR R IR R (redis) BERSHUEREF# I Tredis R

redis-cli -h 192.168.22.246 -p 1087

192.168.22.246:1087> PING
PONG

TEBdHIFR A & BANKGETEEE R, ST EAredisii @& BAER

'HDNE\’ & TR

© BREE EREE | SEIR
8 BTRE
pees Wit P &P HitagE = El -
© FREE
e HEER
WikIP BEHREEIP =P WIRERS B IPHIR(E oG] #R{E
S8R
[ 192.168.7.232 192.168.22.246 10.42.0.62 redis RS- 2021-06-29 14:36 ¥ ]
ASRE
192.168.22.246 192.168.22.176 10.42.0.62 redis BHR-BER 2021-06-29 14:36 #Hh
192.168.7.232 192.168.22.246 10.42.0.59 telnet BER-BER 2021-06-29 14:31 L
192.168.22.246 192.168.22.176 10.42.0.61 mysal BB 2021-06-29 14:25 #HE
192.168.7.232 192.168.22.246 10.42.0.61 mysal BEm-BERN 2021-06-29 14:25 B#E
192.168.7.232 192.168.22.246 10.42.0.61 mysal RER-BERN 2021-06-29 14:25 #HE
192.168.22.246 192.168.22.176 10.42.0.61 mysal BB 2021-06-29 14:25 #HE
192.168.22.246 192.168.22.176 10.42.0.61 mysql BER-BER 2021-06-29 14:24. W
192.168.7.232 192.168.22.246 10.42.0.61 mysal BB 2021-06-29 14:24 A
192.168.22.246 192.168.22.176 10.42.0.61 mysal RER-BER 2021-06-29 14:24. B#E

£
a
~
©
IS
@
m
=

/e EHT: 202146 H30H
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5.5 TELNET

5.5.1 TELNET

i il A 75 P2 O AT T B IR R IR R (telnet) SEBRAIPREL#E1Ttelnet RN

(base) telnet 192.168.22.246 1086
Trying 192.168.22.246...
Connected to 192.168.22.246.

Escape character is '*]'.

Ubuntu 17.10

telnet-7b8bbf4958-tph52 login:

TER AR AT & E B EEEE R

EHONEY

PRI 2 Btelnetii e

FEERENESSN

& FEXR

5.5 TELNET

© HREE HEEER | SEIR
& BFHRE
witkm it P ® P HitEE] = El -
© FHEE
® HEER
WikIP BEBHEIP =ar BIRERS WP R G| 1B
EEIIR
[ 192.168.7.232 192.168.22.246 10.42.0.59 telnet BER-BER 2021-06-29 14:31 i
@ RFRE
192.168.22.246 192.168.22.176 10.42.0.61 mysal BHER-BER 2021-06-29 14:25 HHE
192.168.7.232 192.168.22.246 10.42.0.61 mysal BER-BERN 2021-06-29 14:25 #HE
192.168.7.232 192.168.22.246 10.42.0.61 mysal BER-RER 2021-06-29 14:25 ]
192.168.22.246 192.168.22.176 10.42.0.61 mysql BER-FEN 2021-06-29 14:26 i
192.168.22.246 192.168.22.176 10.42.0.61 mysal BER-FERN 2021-06-29 14:24 I
192.168.7.232 192.168.22.246 10.42.0.61 mysal BHER-BER 2021-06-29 14:24 i
192.168.22.246 192.168.22.176 10.42.0.61 mysal BER-RER 2021-06-29 14:24 ]
192.168.7.232 192.168.22.246 10.42.0.61 mysal BHER-BER 2021-06-29 14:24 L
192.168.7.232 192.168.22.246 10.42.0.61 mysal BER-BEN 2021-06-29 14:24 #HE
2% 2 3 4 5 > AE n

/5 HEH: 202146 H30H

-31/34 -



6. HAfth

6. ELth

6.1 AFHRRE

L
- WHILHE. 2V
- BELZ., HUCE. WBIE
« BT TGRS, TR AR LIS 71k
- BRI

=M

o BRI ERER G, I R B DAV E N, G TRAR TR A, TR SR 2R DX R
LR R R AR, SRR TR, R A OO D ERE, SRR B E 2B VIR R R L B B
o

et
o MRS f. SR BENE - EsE AL

o GEMIBGLE B, S, REEMARERIC, RARBYRINGE, SKRSFESE, RS, HAHEE, DNSEE, gitd®E, sql#mEsF, i,
—N"Word sZ e — MWindowsSKERA TR AKRBUREFR, 220, AR TN —La] iR RIRRTE, doamms, &
A B DRI A 55 5 B B R T R AT T SO i TR it A SR I I et = fi A 5

%
o ERMTE AT RRR S E IR, SR, RE, A8 REEEE, BEkdE N i T8l

Agent

o Wil EEHE R agentiBd SNEH LRSS ERE, FFTCP. UDP, ICMP. SYNFFISARUNMiiiaEmi, JERAII 1% R 21 5 W iy 2 e
B, R ERERT DU i Z AR TOh, R A BT 35 /5 SRR R A 7 T

o FBIH, WE TR agentEI T AHRNS, ERISEIRVIEE, BETLIIMRSTE, B |5 BRI E MWy 6

Wil %
o MR K agentidiid 0 45 52 1 FUIR ST EHE,  Modia IR 0Esd X R R b (FLATHTTP, SSHA) %k & I & W i EHE
H, RN R AR USEINGREOR iy, E SRR, BRI, ssha WSS TH
BIAER
o PREF I SS SR BN IR S5 Al L e &

IR 202146 H30H
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6.2 FAQ

6.2 FAQ
o FEBIRSINALER AR ?

1. RGtE5RkCentOS 72 L, WIfF4AG, HEZERI10G L
2.3306, 6379, 5000, 8080, 8082 1AM (M

o —HELALRY, (HRNNEARLIEVI Al ?

1. fe& dockerA#IRAZ A IEH docker ps

2. teEwebRFS AR HE docker logs -f $(docker ps | grep decept-defense: latest | awk '{print $1}')
o It LRI A YR HE ?

1. 5@ EIARIEY SR, e E RGP, S AT LLYIA,
2. W AR S %% - /home/ehoney proxy H% I RS 17 E,

o W LREB T LA Agent, HEFHIIELRER D ?
1. iFkagent/confH % Fagentseff:, EHiEshagent#ti, WlREHIRS % FagentIDA—E,
o T A ERESIR AR E RS ?

1. AR RS SR IR, A RERmEL. cpuIIRM 7. — M —B 284G % F IR Z R E 20 N,
2. 40 harbor A 2httpsthi, FHEfEdockerBEIIAET Einsecure-registry, AJLUER kubectl describe pod 2 & HARIRAE .

o T ERESRFNE A R EHEN A % Lk 2
1. RN R DR, BB CBIONSERE, WURBA B 2 oM K EE
o N AFKERE T REHER R I RAABIR ?

1. #i#&agentPALE 2GR, T Econf/agent jsonHistrategyAddr(redisiifit), strategyPass(redisZ#4). sshKeyUploadUrl(fR55 i &
Hrsshkeyhik),

2. WA IR S5 2 Fiwe/ 2 AR A2 N4 T LUE (.
o ot I RER QIR ?

1. HEWIAHE H E/home/relay/agent/proxy/log/proxy.log
KA R H R G & /ssh_proxy K2 45 1Eif

)
S

* FLiEfE

1. redis, mysqliEETERBMRSSRT. EXFE S conf H R Fivapp.conf7 Hl{Edmysqlsiredissc H
2[RI, M ETRRAE A R e webARSS & Fln DI IES. JEEEA 2232 F

B EHT 2021 7H7H
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